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02.

Modification History
Version

Date

Author

Comments

Draft 0.1

21/12/2016

MITA

Draft version for internal review

Version 1

30/01/2017

MITA

First version for release

Version 2

10/03/2017

MITA

Added new Pre-Login Page to prompt Users
to either log into the system using their InSystem Account or Corp Account.
Removed feature to have User accounts
bound to multiple roles.

Version 3

18/06/2017

MITA

Added new feature to bind an existing
account to multiple organisation when
creating a new user account from the User
Manager.

Version 4

10/08/2018

MITA

Added new Sender Accounts module for
users or developers to be able to list their
Sender accounts.
Added Reference field in Subscriber Group
Manager.
Added Reference field in Subscriber Details.
Accepted status renamed to Pending status
to avoid confusion with the new SMPP
Accepted Status added to the list of existing
Message Statuses.

Version 5

05/10/2018

MITA

Added new Billing Report.
Added new “International Message Price”
field in the Sender Account Details screen.

Version 6

16/11/2018

MITA

User account deletion function will no longer
be available since a user account can be
bound to multiple organisation. If users
require their account to be deleted, a call
must be logged with MITA Service Call
Centre, which will be actioned by the
Notifications System Administration team.

Version 7

12/02/2019

MITA

Updated footer logos

Version 8

11/06/2019

MITA

Added System Alerts in User Dashboard

Version 9

09/10/2020

MITA

Updated document with new MITA logos.
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01.

Login

The login page can be reached by using the following URL https://notificationsuserportal.gov.mt. You
will be prompted with two options to log in to the Notifications Portal as shown in Figure 01-1. If your
account manager provided you with an “in-system” account, then click on the Login with In-System
Account button. However, if your account was configured as an Active Directory account, then click on
the Login with Corp Account button.

Figure 01-1 Pre-Login Page

If you have an In-System user account, you will be prompted to enter your username and password in
the provided input text fields as shown in Figure 01-2, and click on the Login button. On successful
login, you will be presented with the User Dashboard.

Figure 01-2 Login Page

If incorrect or outdated credentials are entered, an appropriate error message will be displayed showing
the next step to perform to access the Notifications Portal. In the case of new accounts, expired or
forgotten passwords the Forgot Password procedure should be initiated. In-system accounts
passwords are still subjected to MITA’s password policy as described in Appendix A:.
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If your account was configured as an Active Directory account, you will be redirected to the Active
Directory Federation Services (ADFS) Sign-in page hosted at https://fs.mita.gov.mt as shown in Figure
01-3. The ADFS service provides users with a Corp Account (managed by MITA) with single sign-on
access to systems and applications located across the Government organisational boundaries. On
successful login, you will be redirected to the User Dashboard.

Figure 01-3 ADFS Login Page

02.

Forgot Password

The Forgot Password procedure can be initiated by clicking on the provided Forgot Password link in
the login page. The Forgot Password procedure is only valid for in-system accounts. Corp account
holder will still require logging an incident with MITA Service Call Centre to have their password reset.
On clicking the Forgot Password link you will be redirected to the forgot password page as shown in
Figure 02-1. You will be prompted to enter the Email address when the account was created. If the
inputted information is valid, an email to the inputted address will be sent.
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Figure 02-1 Forgot Password Page

If the provide Email is valid, the system will generate an email with a reset password link and token.
The email will be sent to your address from “noreply@gov.mt” with subject “Forgot Password”. A sample
of the email can be seen in Figure 02-2. If after a few minutes the email is not received, check your
Junk Email folder. If the Email was not received generate another token by reinitiating the Forgot
Password procedure or call MITA Service Call Centre.
As shown in Figure 02-2, the email will contain the reset password link with the appended token which
is only valid for one hour. This link should be clicked or pasted into a browser URL address bar. Note
this must be done from the same IP address and browser from which the Forgot Password request
originated.
Having loaded the page from the reset password link, you will be prompted to enter a New Password
and Confirmation (as shown in Figure 02-3) with minimum password strength criteria as described in
Appendix A:. On success, the system will store the new password and you will be redirected to the login
page, where the new password can be used to login back in the system.
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Figure 02-2 Forgot Password Email

Figure 02-3 Reset Password Page
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03.

User Dashboard

When logging in the you will be redirected to the Notifications Portal User Dashboard. The User
Dashboard was designed in such a way to communicate key figures without the need to run detailed
reports which can be time consuming if you just want to monitor the current performance at a glance.

Figure 03-1 Dashboard Main Chart

The Dashboard features a line chart that is meant to be fast and easy to read which reports the current
messaging activities of your organisation. Figure 03-1 shows the chart for the “Test SMS Service”
Sender Account messaging activity for the past ten days. You will also be able to view summary data
for the past ten, thirty and sixty days by using the buttons at the top of the chart section. The chart
section will also feature a global figure of the total messages sent on the current date (labelled “Total
Messages Sent Today” in Figure 03-1). The chart will show the current number of messages that were
delivered, the messages that are still to be delivered and a count of undelivered messages as follows:
•

Delivered – Messages that has been delivered and received acknowledgment from the
operator that the messages were received by the designated recipients.

•

Pending
o

Pending – Messages that have been processed by the Notifications Portal and awaiting
queuing. Scheduled messages will also show this status.

o

Sent – Messages that are queued by the Notifications Portal and awaiting routing to
the designated operator carrier.

o

Enroute – Messages that are currently being delivered and awaiting acknowledgment
from the operator.
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o

Accepted – Messages that have been accepted and processed by the upstream
operator and are awaiting delivery to the designated recipient.

•

Undelivered – Messages that were not delivered to the designated recipient due to an
upstream operator issue.

•

Rejected
o

Expired – Messages that has exceeded the maximum number of attempts or time to
live parameters (current resend policy is set to three attempts).

o

Failed – Messages that failed to be sent by the designated operator.

o

Invalid Address – Messages having an incorrect from address. Depending on the
message type these could be mobile numbers or email addresses.

o

Rejected – Messages that has been rejected by the upstream operator.

o

Unknow – Messages that status was received by the Notifications Portal from the
upstream operator was not classified or supported by the current status list.

•

System Error – Messages that were not delivered due to a system error.

The Notification Portal supports multiple Sender Accounts which map to dedicated mobile numbers or
email addresses provided by the upstream operator. Think of a Sender Account as your own unique
code that recipients of your messages can get to know you by. For SMS messaging this is the “From”
mobile number that was provided by the upstream operator, while for Email messaging this is the email
address pointing to a mailbox created by MITA. This is mainly beneficial and an essential component
in two-way messaging (SMS currently do not support this feature), providing your recipients with the
ability to communicate back to you. If you have multiple Sender Accounts configured by the Notifications
Portal Administration Team, the Dashboard chart features a dropdown menu to switch between the
different Sender Accounts.
The User Dashboard also features summary data for each sender account as shown in Figure 03-2.
This section shows the number of entitled free messages, your daily quota for the Sender Account,
current message price, a running total of all the messages sent so far from the time the account was
created, and total cost.

Figure 03-2 Sender Accounts Summary Section
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The Notifications Portal also provides you with the ability to store you contacts or Subscribers online so
that you have quick access to your Organisation’s contacts and SMS/Email distribution lists (or
subscriber Groups), all available online at any time (more on this in the following sections). The User
Dashboard features a section listing your current subscription Groups and their respective counters for
the total number of subscriptions and opt-outs.

Figure 03-3 Subscriptions Section

The User Dashboard also features an Alert section. Alerts notify you of potential problems or conditions
within the Notifications System. The content of the alert is accessible by clicking on the title of the alert
and will provide further clarifications of the parts of the system that will be affected e.g. Scheduled
downtimes or failures due to system errors alerted by Administration. An example of an Alert featured
in the User’s Dashboard can be seen in Figure 03-4.

Figure 03-4 Notifications Portal Alert Section

Irrespective which module of the Notifications Portal you have loaded on your screen, you will always
have access to the high-level navigation menu which defaults to the current Role that was assigned
when your account was created. The navigation menu will show the links to the modules you were
granted access to. In the top right corner, you will also find your user menu. This can be accessed by
clicking on the user icon

. From this menu, you can either Logout which will terminate your

current session, view your account details by clicking on My Account, or change your current password
by clicking on the Change Password link (Change Password will only show for in-system accounts).
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04.

Administration

The Administration section will only be accessible if your user account was assigned the
“Administrators” role (or any other defined role with administrative privileges) when your Account
Manager created your user account. If when you log in you don’t see “Administration” in the navigation
menu, you can skip this section.
In order for the Notifications Portal to make access distinctions and track user activity, the system uses
User and Role information to know who is making each request and grant the necessary access to the
required resource. The primary purpose of the administration modules is to provide this information that
will eventually help the system to make this determination. In the case of User accounts bound to Corp
accounts managed by MITA the system uses the User ID of your Corp account to establish a unique
identity for each connecting user. All Users, Roles, and permission assignments are ultimately tied to
the User unique identity.

04.1

Creating Roles and Restricting Access

The Notifications Portal Role Manager provides you with the ability to restrict access to the availability
of application features such as the navigation menu items or, module operations. The Notifications
Portal uses the Roles Based Access Control (RBAC) approach to restrict access. All you need to do is
create Roles, assign access rules (or Permissions) to the Role and assign the role to Users. Anyone
who is a member of that Role has all of that role's permissions. A Role determines which user interface
elements (such as menu items or module features) you see when you log and use the application. It is
important to note that Roles do not protect data or metadata.
In many cases, the predefined roles (Administrators, Users, Web API Users), initially allocated by MITA
when a new account is created, are sufficient. However, you might choose to create additional roles to
decrease the level of granularity by creating a new role that aggregates two or more existing roles. For
example, you might create a role that includes all permissions other than those of the most privileged
roles. On the other hand, you can create a new Role to increase the level of granularity by creating a
new Role that provides a subset of the capabilities of the already predefined roles. For example, you
might create a Role called “Reports Manager” that provides only access to the Outgoing and Scheduled
Messages reports.
Creating a Role in the Notifications Portal is very straightforward. From the navigation menu go to
Administration > Role Manager. The Role list page is displayed as shown in Figure 04-1. Click on the
Create New button, located top right corner to create a new Role. This opens the Create New Role
modal popup as shown in Figure 04-2. The Create New Role modal popup features three tabs: Details,
Permissions, and Users. In the Details tab, enter the name of the role in the Name field, a brief
description about the role in the Description field, and whether the Role is Active. If a Role is not
activated, the Users you assign to this Role won’t be able to access the Notifications Portal.
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Figure 04-1 Role Manager List Page

Figure 04-2 Create New Role Modal Popup

To set the access level, click on the Permissions tab and select the required checkboxes. In most
cases, each module will feature the following permissions as shown in Figure 04-3: List, Create, Edit,
View, and Delete. However, this depends on the nature of the module and what operations the module
allows. The access rules or Permissions are all about assigning certain privileges which correspond to
the “actions or activities” that can be performed by a user.
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Figure 04-3 Create New Role – Permissions Tab

To edit a Role, click the Edit button

on the rightmost column of the Role Manager list page (see

Figure 04-1). You will then be able to edit the details and permissions of the selected role. Once you
are ready doing your changes, click on the Save button to update the changes to that Role.
To delete a Role, click on the Delete button

on the rightmost column. A confirmation Modal Popup

will prompt you to confirm the deletion of the selected Role as shown in Figure 04-4. To proceed with
the deletion of the selected Role, click on the Delete button.
CAUTION! If you delete your only Role with administrative privileges, you can cause inadvertent
lock out of your User account. One simple strategy to avoid this from happening is to have multiple
Administrative Roles created and assign these Roles to either your User account or have another User
account assigned to these roles.

Figure 04-4 Delete Role Confirmation Modal Popup

There are situations where you want to give read-only access privileges to certain Users or Role group.
If you have read-only access assigned, you will see the View button

on the rightmost column of

the Role Manager listing page. Clicking on this button loads the selected Role in a modal popup readonly view.
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04.2

User Management

The Notifications Portal allows you to manage User accounts within your Organisational Unit (OU – a
subdivision within Government entities where you can place users and roles) using the User Manager
module. If your account was granted permissions to access the User Manager, this can be accessed
from the navigation menu Administration > User Manager.
User accounts represent individuals who have access to the Notifications Platform application. Each
User account contains profile information and must be bound to a group or Role. Roles will make it
easier to manage access to the application’s features. The User Manager allows you to create new
User accounts, edit and view their profile information, and revoke access to user accounts.
The User Manager provides support for both in-system accounts and Active Directory based accounts.
In the former, users are authenticated against credentials stored and managed locally by the
Notifications Portal, while the latter uses ADFS, a single sign-on external service managed by MITA
used to authenticate users requesting access to the application. When a new user is being created, you
will be provided with an option to switch between in-system and ADFS based accounts. If the latter is
selected, you are required to provide the Corp account username (usually in the following format
XXXXX000) as it was created in Active Directory.
To create a new User account in the Notifications Portal, use the navigation menu and go to
Administration > User Manager. The User list page is displayed as shown in Figure 04-5.

Figure 04-5 User Manager List Page
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Click on the Create New button, located top
right corner to create a new User. This opens
the Create New User modal popup as shown
in Figure 04-6. The Create New User modal
popup features two tabs: General, and Contact
Details. The General information tab, contains
most of the fields that are mandatory and are
required by the Notifications Portal to provide
access to users (see Table 04-1 for the
complete list of fields), while all the fields in the
Contacts tab are optional. The Contacts tab
contains basic personal information, such as
address

details,

phone

number,

mobile

number, etc.

Figure 04-6 Create New User Modal Popup

To edit a User, click the Edit button

on the rightmost column of the User Manager list page (see

Figure 04-5). Edit the required details of the selected User. Once you are ready doing your changes,
click on the Save button to update the changes to that User.
Table 04-1 User Account Fields

Field

Required

Description

Title

Yes

Select salutation from the provided dropdown list.

Name

Yes

Enter the first name of the user.

Surname

Yes

Enter the surname of the user.

Email Address

Yes

Enter an Email address for the user. This is mainly
required for in-system accounts for the Forgot
Password functionality.

Active Directory User

Yes

Tick this checkbox if the user account you are creating
will use ADFS as the method of authentication.
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Field

Required

Description
Enter a unique username to be used for logging in. If you
ticked the “Active Directory User” field, this must match
the same username of the user’s Corp account i.e. start
with five letter and three numbers. In-system accounts
must contain between 4 to 20 alphanumeric characters
and not containing any spaces or special characters,
except hyphens and underscores.

Username

Yes

Password

Conditional

If “Active Directory User” field was ticked, enter a new
password following the rules defined in the Password
Policy in Appendix A:.

Confirm Password

Conditional

Enter the new password again to confirm the entry.

Force Password Reset

Conditional

Tick this option if you want to force the user to change
the password on first login.

Expiry Date

Yes

Set the expiry date for the user account. This is not to be
confused with the password’s expiry date. This feature is
mainly useful if you want to grant access to the portal for
a specific time period, for example creating an account
for someone giving temporary support until their contact
ends.

Default Role

Yes

Set the default Role for the User account.

Active

Yes

Tick this checkbox to activate this account.

If the provided username already exists in a different organisation, you will be prompted with the
message shown in Figure 04-7. The message will provide you with a link to bind the existing User
account with your current Organisation. If you wish to proceed with adding the User account to your
Organisation, click on the provided ”Click Here” link. When you click on the ”Click Here” link, you will
be redirected to a new page/prompt, as shown in Figure 04-8, to add the exiting User account to your
Organisation.

Figure 04-7 Validation Message for an existing Username in another Organisation

As shown in Figure 04-8, you will also be prompted with the list of Roles, as managed in your current
Organisation. Select the Role to be assigned to the User account before confirming the binding to your
Organisation. Once the desired Role is selected, click on the “Bind User to Organisation” button to add
the User account to your Organisation. If the bind was successful, you will be greeted with a message
saying, “User has been successfully bound to organisation”.
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Figure 04-8 Bind User to Organisation

Similar to the Role Manager, if you see the View button

in the rightmost column of the User

Manager listing page, then you were granted read-only access to the User records. To view User
information, click on the View button and a modal popup will display the information of the selected
User.
If a User account has “Active Directory User” field unticked (in-system account), the Change Password
button will show in the column of the User Manager listing page. To change the password, click
on the Change Password. A modal popup will show on screen (as shown in Figure 04-9) prompting
you to enter a new password, confirmation of the new password and whether you want to force the user
to reset the password on first login.
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Figure 04-9 Change Password Confirmation Modal Popup

05.

API Key Manager

If you are looking to integrate via an API (Application programming interface), the Notifications Portal
offers two interfaces for sending messages: HTTP and REST. The HTTP API offers legacy support
using the old mGov Gateway XML interface, while the REST API is a newly redesigned API which
allows programmatic access to most of the features offered by the Notifications Portal.
An API represents a set of operations that can be invoked by client applications. New API Keys can be
created in the Notifications Portal, and then the desired operations are enabled through a predefined
Role (see section 04.1 on how to create a Role). Once the API Key is created and the operations are
selected, developers can start using the new Key to integrate with the Notifications Portal API. For new
integrations, we strongly encourage that you use the new REST API1. Both APIs are documented in
separate documents. If you are a developer and wishing to integrate with the Notifications Portal API
download the Notifications Portal API Integration Guide available through the site https://mita.gov.mt/.
This section shows the first step in the process of creating a new API Key so that developers can start
integrating the Notifications Platform API in their client application. If you were given access to use the
API, go to the navigation menu, left hand side of your screen and click on the API Key Manager.
Clicking on the API Key Manager link you will be redirected to the API Key Manager list page as shown
in Figure 05-1. If the this is a new account, here you will find the default API key created by your MITA
Account Manager. If your User account was granted the necessary rights, from the API Key Manager

1

https://notifications-api.gov.mt/help
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you will be able to create new API Keys, edit existing keys, and delete or deactivate API keys to restrict
access to the Notifications Portal API.

Figure 05-1 API Key Manager List Page

To add a new API Key, click on the Create New button, located top right corner of the API Key Manager.
This opens the Create New API Key modal popup as shown in Figure 05-2.

Figure 05-2 Create New API Key Modal Popup

To create a new API Key, enter the following details:
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•

Name – Give a name to your API Key to help identify it easily.

•

Default Callback URL – This is the URL hosted at the client’s application end, that references
an HTTP service endpoint implementing an API to get automatically notified about the status
of message request. This callback URL will be invoked by the Notifications Portal API when an
API method has completed processing a request or provide delivery status reports for
asynchronous messages. The Callback URL is optional and can be overwritten (supported only
in the new REST API) when a new message request is submitted (refer to the Notifications
Portal Integration Guide for more details).

•

Default Callback Media Type – This is the type of schema to be used for your Delivery Status
Reports (DLR). The selection of this field depends on the type of integration you will be doing.
For legacy support, it is important that the XML (application/xml) option is selected. If you are
integrating the new REST API, then you can either use XML (application/xml) or JSON
(application/json). It is recommended that new integrations use the latter.

•

Expiry Date – This defines the API Key expiry date. In many scenarios, you don’t need longterm access key that never expires. Instead, you can generate temporary keys that can be
refreshed from the API. Refreshing on an API Key is only supported by the new REST API
and long-term access keys must be used for legacy support unless you want to provide
temporary access to the API. Long-term access keys remain valid until you manually revoke
them. On the other hand, API Keys used in the new Notifications Portal API will expire every
seven days (refer to the Notifications Portal Integration Guide on how to automatically refresh
an API Key). Short-term API Keys help to reduce your risk in case credentials are accidentally
exposed.

•

Role – Select the Role to use for this API Key. This allows you to increase or decrease the
level of granularity of what capabilities or operations the client application is allowed to do.
When a new account is created, you can use the default role called “Web API Users”. This
provides access to all the API operations, however if you want to restrict access to which
operations can be invoked you need to amend this role or create a new Role. To create a new
Role referrer to section 04.1. When creating new API Roles, it is recommended that only the
Permissions in the Web API section are ticked.

•

Force Secret Reset on first use – This option should only be ticked for the new REST API
integrations. When a new API Key is created, the system generates a Key ID and a Secret
access key. If these are communicated via an unsecure channel, it is recommended that this
option is ticked so that the API Key is refreshed on first use.

•

Legacy Support – tick this option if you are integrating the legacy HTTP XML API.

•

Active – use this option to disable this API Key (if Key is already created) if you believe it has
been compromised or you wish to prevent it from being used.

When you are done inputting the above information click on the Create button. To view the newly
created API Key, click on the View button

in the rightmost column of the API Key Manager listing
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page. To view the API Key credentials, click on the View button and a modal popup will display the Key
and Secret of the selected API Key as shown in Figure 05-3.

Figure 05-3 API Key Credentials

To edit an API Key, click the Edit button

on the rightmost column of the API Key Manager list page

(see Figure 05-1). Edit the required details of the selected API Key. Once you are ready doing your
changes, click on the Save button to update the changes to the API Key.
To delete an API Key, click on the Delete button

on the rightmost column. A confirmation modal

popup will prompt you to confirm the deletion of the selected API Key. To proceed with the deletion of
the selected API Key, click on the Delete button.
The API Key Manager also allow you to manually refresh an API Key. This function is mainly used if
you want to manually refresh the API Key in case of expiry, lost credentials, or if you think the API Key
has been compromised. Click on the Renew API Key

button to refresh or renew an API Key. A

modal popup will show on screen (as shown in Figure 05-4) prompting you to renew the API Key. Click
on the Renew button to refresh the Secret, Expiry Date and whether you require to Force Secret
Reset on first use. The modal popup will refresh the page generating a new Secret. If you need a new
Key, you need to deactivate or delete the existing API Key and create a new API Key.

Figure 05-4 Renew API Key Modal Popup
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06.

Subscriptions

The Notifications Portal allows you to manage and store your contacts online, so that you have quick
access to your personal contacts, subscription groups and distribution lists available anytime.
Depending on the access rights you were given you will be able to manage you contacts through the
Subscribers module, and subscription groups/distribution lists through the Groups module.
To begin adding contacts or Subscribers, ideally, you will need to create a Group to add your contacts
to first. You can have your contacts in many groups, or just in a single group – it is entirely up to how
you would like to manage your contacts. To create your first Group, click on Subscriptions link from
the navigation menu on the left of your screen, and click on the Groups link to create your first Group.

06.1

Groups

To create your first Group, click on Subscriptions > Groups from the navigation menu. The
Subscription Group Manager list page is displayed as shown in Figure 06-1. Click on the Create New
button, located top right corner to create a new Group. This opens the Create New Group modal popup.
On this screen, you will be prompted to create a group. Input the Group Name in the provided Name
field. This can be nearly anything you would like to call your group as long as it is familiar to you.
You can safely ignore the Reference field shown in Figure 06-1. However if you are a developer
integrate with the Notifications Portal API, you can use the Reference field to retrieve the list of contacts
under a specific Subscription Group or add a new contact to an existing Subscription Group.

Figure 06-1 Subscription Group Manager List Page

To edit a Group, click the Edit button

on the rightmost column of the Group Manager list page. You

will then be able to edit the name of the Group. Once you are ready doing your changes, click on the
Update button to update the changes to that Group.
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To delete a Group, click on the Delete button

on the rightmost column. A confirmation Modal

Popup will prompt you to confirm the deletion of the selected Group. To proceed with the deletion of the
selected Group, click on the Delete button. Note that contacts or Subscriptions bound to that Group
won’t be delete.
If you already have contact list managed in an Excel, or if you would like to add a number of contacts
at once, it is recommended that you import your contacts by uploading a file. The file you upload can
be a CSV (comma, semicolon, or colon delimited) or an Excel spreadsheet file, and must be no larger
than 3MB. For example, you may have a spreadsheet set out as like the one shown in Figure 06-2.

Figure 06-2 Spreadsheet Sample

The example shown in Figure 06-2, shows the information for a number of contacts.
•

The first column contains each contact's Display Name, followed by Title, First Name, Last
Name, Address, Locality, Post Code, Country (ISO 3166-1 Alpha-2), Phone Number, Email,
Mobile Number (13 digits including Country Prefix), Preferred Language (EN/MT).

•

The first row contains headers for each column, which are names for each set of information
that helps identify which details are in which column when the file will be imported.

•

The minimum requirement is that there should be at least first name, last name and, a mobile
number column for SMS Messaging or an Email address column for Email messaging.

Figure 06-3 Subscriber Import: Step 1
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To start importing your file of contacts click on the Import Subscribers

button on the rightmost

column of the Group Manager list page. You will be prompted with a file selector dialog box to select
the CSV or Excel file to upload. Upon the selection of the file, you will be redirected to Step 1 of the
Subscriber Import process as shown in Figure 06-3. You will be required to specify the CSV delimiter
(comma as default), whether the spreadsheet contains a header row, overwrite existing contacts (uses
Email or Mobile No as a key identifier) and the Group the contacts will be imported to (defaults to the
one selected in the previous step). Once you have inputted the detail for the first step click on the Next
button to proceed to the next step.

Figure 06-4 Subscriber Import: Step 2 – Preview Section

Step 2 of the Subscriber Import process shows a preview of the top hundred rows to be imported as
shown in Figure 06-4. This step allows you to map the columns identified within the spreadsheet with
the columns supported by the Notifications Portal. The Column Mapper function, shown in Figure 06-5,
also allows you to select which columns to import using the Import checkbox field on the side. Note
that First Name and Last Name are mandatory, and you must also provide a valid Mobile Number or
Email Address. If the Import checkbox is ticked, the selection in the Spreadsheet Field column is
required. If a field is mandatory (e.g. Name, Surname, Mobile Number, etc.) then the Import checkbox
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cannot be unticked. If your CSV file or spreadsheet does not provide headers, the columns will be
denoted as A, B, C, D, etc. similar to Excel. If you provided header information, the system will first
attempt to map these headers to the system’s supported fields.

Figure 06-5 Subscriber Import: Step 2 – Column Mapper

The following is the list of supported fields and column header synonyms:
•

DisplayName: DisplayName, Display Name, Display

•

Title: Title, Salutation

•

Name: Name, First Name, FirstName

•

Surname: Surname, Last Name, LastName

•

Address: Address

•

Locality: Locality, Town

•

PostCode: PostCode, Post Code
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•

Country (ISO 3166-1 alpha-2): Country

•

PhoneNo1: Phone Number, PhoneNumber, PhoneNo1, Phone No 1, PhoneNo, Phone No,
Telephone, Telephone Number, Telephone No, TelephoneNo

•

PhoneNo2: Alternate Phone Number, AlternatePhoneNumber, PhoneNo2, Phone No 2

•

Email: Email, E-mail, EmailAddress, Email Address, Email Add

•

MobileNo: MobileNo, Mobile No, Mobile Number, Mobile Num, Mobile

•

PreferredLanguage (Only English (EN, ENG, en-GB) and Maltese (MT, MLT, mt-MT) are
supported.): PreferredLanguage, Preferred Language, Language, Lang

Note that, if any of the above synonyms is detected within the CSV or spreadsheet header information,
the column mapper will select the column to map without you manually selecting it.

Figure 06-6 Subscriber Import: Step 3

Step 3, the last step will prompt you to confirm the import as shown in Figure 06-6. This screen shows
the selected columns from the previous step and a preview (top hundred rows) of contact data to be
imported. You also have the option to Skip records if row contains invalid data. This means that any
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records failing validation won’t be imported. If this is left unticked, then the import process will be
stopped if validation errors are encountered during the parsing of the spreadsheet and no rows will be
imported. Note that mobile numbers will be normalized to a thirteen-digit character string as follows:
•

White spaces, -, +, (,) will be removed.

•

If an eight-digit character string is provided a 00356 prefix will be added to the number.

•

If the provided prefix is a three-digit char sequence, then the string is left padded with zeros to
form a thirteen-character string of numbers.

If the file was successfully processed, you will be redirected to the Confirmation page shown in Figure
06-7.

Figure 06-7 Subscriber Import: Step 4

If you ticked Skip records if row contains invalid data, and the import process encounters validation
errors, the screen in Figure 06-8 will be shown. You will be also given a report for the failed records and
the list of validation errors encountered for that particular row. A similar screen will be shown if Skip
records if row contains invalid data is left unticked and validation errors are encountered.

Figure 06-8 Subscriber Import: Step 4
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To view the imported contacts, click on the View Imported Subscribers button or go back to the
Subscriber Group Manager and click on the List Subscribers button

to list all subscribers within

that Group.
To export all your contact information for a selected Group, go to the Subscriber Group Manager and
click on the Export Subscriber button

. The list of contacts for that Group will be exported in a

CSV file for you to download.
The Subscriber Group Manager also provides you a way to copy a Subscription Group and all contacts
bound to this Group by clicking on the Duplicate Subscription Group button

. You will be prompted

with a modal popup shown in Figure 06-9, to provide a Name for the new Group. Click on the Duplicate
button at the bottom of the modal popup to create the new Group and copy all the contacts from the
selected Group.

Figure 06-9 Duplicate Subscription Group Modal Popup
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06.2

Subscribers

Another feature to list all your contacts or Subscribers is to go to the Subscriber Manager. This
provides you with the complete list of contacts you are currently managing through the Notifications
Portal. The Subscriber Manager also provides you with the necessary functionality to add contacts or
Subscribers individually, edit existing Subscribers, or delete an individual Subscriber.

Figure 06-10 Subscriber Manager List Page

To create a new Subscriber in the Notifications Portal, use the navigation menu and go to
Subscriptions > Subscriber. The Subscribers list page is displayed as shown in Figure 06-10. Click
on the Create New button, located top right corner to create a new Subscriber contact. This opens the
Create New Subscriber modal popup as shown in Figure 06-11. The Create New Subscriber modal
popup features two tabs: Subscriber Details, and Subscription Groups. The Subscriber Details tab
contains the Subscriber’s personal information and contact details (see Table 06-1 for the complete list
of fields), while the Subscription Groups tab contains to which groups the Subscriber belongs. To
assign a Group to a Subscriber, select the Subscription Groups tab as shown in Figure 06-12. To
assign a Group, click once on the Subscription Groups list in the left section. The selected Group will
be added to the list in the right section. Once you have inputted all personal and contact details click on
the Create button to add the new Subscriber.
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Figure 06-11 Create New Subscriber Modal Popup: Subscriber Details

Figure 06-12 Create New Subscriber Modal Popup: Subscription Groups
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Table 06-1 Subscriber Profile Fields

Field

Required

Description

No

This field is displayed only in the Subscriber Details page
shown in Figure 06-14. for inetgration purposes.

Display Name

No

This is the full name of your subscriber. This could be
combination of the Subscriber’s Name and Surname, or
the initial of the First Name combined with the Last
Name. This is only used in Email messaging. If not
provided First Name and Last Name will be used.

Title

No

Select salutation from the provided dropdown list.

First Name

Yes

Enter the first name of the subscriber.

Last Name

Yes

Enter the surname of the subscriber.

Address

No

Enter Subscriber’s Home/Office Address.

Locality

No

Enter Subscriber’s Locality of Home/Office.

Country

Yes

Enter Subscriber’s country of origin.

Phone Number

No

Enter Subscriber’s phone number.

Alternate Phone
Number

No

Enter Subscriber’s alternate phone number.

Mobile Number

Conditional

Enter Subscriber’s mobile number. Either mobile number
or Email are required.

Email Address

Conditional

Enter an Email address for the Subscriber.

Reference

Preferred Language

Yes

Select Subscriber’s preferred language.

Active

Yes

Tick this checkbox to activate this Subscriber.

To edit a Subscriber, click the Edit button

on the rightmost column of the Subscriber Manager list

page (see Figure 06-10). Edit the required details of the selected Subscriber. Once you are ready doing
your changes, click on the Save button to update the changes to that Subscriber record.

Figure 06-13 Delete Subscriber Confirmation Modal Popup
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To delete a Subscriber, click on the Delete button

on the rightmost column. A confirmation modal

popup will prompt you to confirm the deletion of the selected Subscriber as shown in Figure 06-13. To
proceed with the deletion of the selected Subscriber, click on the Delete button.
If you see the View button

in the rightmost column of the Subscriber Manager listing page, then

you were granted read-only access to the Subscriber records as shown in Figure 06-14. To view
Subscriber information, click on the View button and a modal popup will display the information of the
selected Subscriber.

Figure 06-14 View Subscriber Details Modal Popup
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07.

Send a Message

The Notifications Portal allows you to send SMS or Email messages from your computer using the same
Notifications Platform infrastructure used to send messages through the APIs discussed in the previous
sections. You have two options to send an SMS or Email message: you can send messages to
individual recipients or use your existing Subscriber Groups set up under your account to send a
message to a group of contacts or Subscribers.
To send a new message, go to the navigation menu on the left-hand side of your screen and click on
the Send Message menu link. By default, the Send to Contacts tab will be selected when the Send
Message page is loaded as shown in Figure 07-1. From this page, you can send an SMS or Email
message to individual recipients. If Send to Contact Group is selected, you will be able to select a
Contact or Subscription Group (managed from the Subscription Groups – see section 06.1) and send
a message to all the contacts within that Group. The example shown in Figure 07-2, we selected the
“Notifications” contact Group from the Contact Group dropdown field.

Figure 07-2 Send to Contact Group

Figure 07-1 Send to Contacts

Currently, the Notifications Portal supports two type of messages. You can either send an SMS or an
Email message to individual recipients or to a mailing list pulled from the Subscriber Group module.
By default, your message will be sent as an SMS message, but if you would prefer to send an Email
message, then you can change this setting from the Message Type field. If Email Message Type is
selected, the Message textbox field will be changed to a Rich Text Editor (RTE) as shown in Figure
07-4. The RTE allows you to forma the body of your Email message effortlessly. Moreover, if Email
Message Type is selected you will also be able to upload files as attachments using the Upload
Attachment button.
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Figure 07-3 SMS Message Type Textbox

Figure 07-4 Email Message Type RTE

When sending a message, the Notifications Portal allows you to select from two different priorities. By
default, Normal priority is selected and should always be used in day to day messaging tasks. However,
if you require to have you message delivered within the shortest time possible, select the High priority
option from the Message Priority field. High priority messages are processed using different channels
from Normal priority traffic and use much more resources than Normal priority traffic to ensure quick
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delivery of messages. However, High priority channels are still subjected to the limits of the current
resources allocated for the Notifications Portal. The frequency of message delivery depends on the
current load of the Notifications Platform High Priority channels. This means, the higher the load the
slower messages will be delivered, even though High Priority channels are being used.
Following the Message Priority, select the Sender account to be used from the Sender dropdown field.
The Sender is mainly used to identify the origin of the message and is a number or a custom word
allocated by the upstream service provider and configured by MITA under your account. For example,
all messages with the selected Sender account “Test SMS Service – 501599” shown in Figure 07-1,
will have the From Mobile Number set as 501599. If only one Sender account was created for your
Organisation, this will be selected by default. Note that the number or keyword configured in the Sender
account can be shared among other Sender accounts, however separate Sender accounts can still be
created to be able to segregate messaging data. If you require a new Sender account, you need to
submit the request with your Account Manager at MITA.
If you selected Send to Contacts, recipients’ Mobile Numbers or Email address must be inputted
manually in the Recipients field. Each Mobile Number or Email address you input must be followed
with an ‘Enter’ press. If an invalid Mobile Number or Email address is inputted the, the invalid input will
be automatically cleared. In case of SMS Message Type, if you enter an eight-digit string of numbers,
by default the Maltese Prefix (00356) will be used. Eight-digit Mobile numbers will be prefixed and
normalized to the standard thirteen-digit number as supported by the Notifications Portal.
For SMS messages, as you begin typing your message in the Message textbox, a character count will
keep track of how long your SMS message is. The size of a standard SMS message is 160 characters;
but you can send multipart messages too. Once your message is longer than 160 characters, the
character count will tell you the total number of message parts that will be used. Note that multipart
messages are limited to 153 characters per message. As per the GSM network protocol the maximum
SMS payload is limited to 1120 bits per message. Since concatenated messages require more data in
the header, the 1120-bit limit is further reduced. The header requires 48 bits, meaning there is only
1072 bits remaining for the message. Therefore, the maximum number of multipart messages is limited
to 7 (1072/153). If you try to exceed the 1071 (153*7) character limit; the message will be truncated by
the Service Provider and is sent all the same without warning that the message will be truncated.
Moreover, if you try to send Unicode format (UTF-16) characters (e.g. Maltese characters) based
messages, you are limited to 16 bits per character, therefore the maximum number of characters is
limited to 70 characters (16*70 or 1120 bits) per message. Note that Unicode based messages should
be avoided due to the possibility that the client’s device won’t support Unicode characters. If Unicode
characters are detected, a warning will show underneath the Body field as shown in Figure 07-5.
The Notifications Portal also allow for multilingual message support (only English and Maltese are
currently supported). When compiling a new message, you can provide a version of your message for
each language by clicking on the language tab in the Message section. If the selected recipients are
managed through the Subscribers module and have their Preferred Language set, when the message
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is processed by the Notifications Portal, the Message Language is matched with the of the Subscriber’s
Preferred Language. If the Subscriber’s Preferred Language is not set, English will be selected as
the default language.

Figure 07-5 Message Input Textbox Unicode Characters

If you would like your message to be sent at a later time or date, tick the Schedule Message option as
shown in Figure 07-6. To select the schedule date of the message, click inside the Schedule Date
textbox. This will pop up a date picker calendar. Once you have your date set, select the time you would
like from the Hour and Minute dropdowns to schedule the message for your desired date and time.

Figure 07-6 Message Scheduling

Once you are done imputing the above details, click on the Submit Message button at the bottom of
the page. Once this is clicked, you will be prompted with a confirmation modal popup. To confirm click
on the Submit button to send your message. If your message was accepted by the Notifications Portal,
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a modal popup will show on screen with a Message Batch ID as shown in Figure 07-7. The Message
Batch ID can then be used to query the status of your messages from the Outgoing Report module.

Figure 07-7 Message Successful Confirmation

08.

Outgoing Messages Report

The Outgoing Messages Report screen allows you to view detailed information about the delivery status
of messages awaiting sending, confirmation of message delivery and failure information for messages
being rejected by the designated operator. You will be able to monitor outgoing traffic and view realtime information about the message being sent, e.g. if a message displays a Enroute status, this means
the message has been delivered to the designated carrier defined in your Sender account, and the
Notifications Portal is awaiting confirmation that the message has been Delivered. The Outgoing
Message Report screen can be accessed from the navigation menu Reports > Outgoing Messages.

Figure 08-1 Outgoing Message Report
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To view the delivery report of a specific message, click on the View button

in the rightmost column

of the Outgoing Messages list page as shown in Figure 08-1. A Delivery Report is a piece of information
that is sent by the operator back to the original sender of the message. This information contains the
delivery status of the message, e.g. whether the message was delivered successfully to the designated
recipient, or whether the delivery has failed due to incorrect address details or due to an unforeseen
failure either by the Notifications Portal or due to an upstream operator error, and the date and time
when this happened. This makes delivery reports invaluable in determining the status of a message,
and check whether your message has been received at the destination device. Figure 08-2 shows the
Delivery Report lifecycle of a successful delivered message.

Figure 08-2 Delivery Report Message Log

From the Outgoing Messages screen, you will be able to filter messages using the following statuses:
•

Pending – Messages that have been processed by the Notifications Portal and awaiting
queuing. Scheduled messages will also show this status.

•

Sent – Messages that are queued by the Notifications Portal and awaiting routing to the
designated operator carrier.

•

Enroute – Messages that are currently being delivered and awaiting acknowledgment from the
operator.

•

Accepted – Messages that have been accepted and processed by the operator and awaiting
delivery to the designated recipient.

•

Delivered – Messages that has been delivered and received acknowledgment from the
operator that the messages were received by the designated recipients.

•

Undelivered – Messages that were not delivered to the designated recipient due to an
upstream operator issue.

•

Expired – Messages that has exceeded the maximum number of attempts or time to live
parameters (current resend policy is set to three attempts).

•

Failed – Messages that failed to be sent by the designated operator.
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•

Invalid Address – Messages having an incorrect from address. Depending on the message
type, these could be mobile numbers or email addresses.

•

Rejected – Messages that have been rejected by the upstream operator.

•

Unknown – Messages that status was received by the Notifications Portal from the upstream
operator was not classified or supported by the current status list.

•

System Error – Messages that were not delivered due to a system error.

Moreover, you will also be able to filter using the following fields as shown in Figure 08-1:
•

Batch ID – This is a unique identifier provided by the Notifications Portal for a group or batch
of messages.

•

Message ID – Unique identifier provided by the Notifications Portal for an individual message.

•

Client Reference – This is a unique reference provided by the client application. Client
References are only used by the client application to query the status of a Message using the
REST API.

•

Message Subject – This is a short summary of the message content and is usually used for
Email message types.

•

Sender Account – This identifies the from address or origin of the message. This can be either
the From Mobile No or Email address.

•

Message Type – this identifies the type of message to be filtered. Currently the Notifications
Portal supports SMS or Email message types.

•

Message Priority – This identifies the priority of the message it was sent with.

•

From Date – Schedule delivery from date.

•

To Date – Schedule delivery end date.

•

Mobile No – Subscriber’s Mobile No.

•

Email Address – Subscriber’s Email Address.
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09.

Scheduled Messages Report

The Notifications Portal provides support for scheduling outgoing messages as already explained in
section 07. From the Schedule Messages Report screen, you will be able to list your scheduled
messages awaiting delivery. Like the Outgoing Messages Report, you can perform detailed searches,
however since messages are not yet delivered, you can delete and reschedule a batch of messages or
individual messages. To list your schedule messages, click on Reports > Scheduled Messages from
the navigation menu on the left-hand side of your screen. The Scheduled Messages list page is
displayed as shown in Figure 09-1. From the Scheduled Messages Report screen, you will also be able
view message details, reschedule messages, and delete messages. Moreover, you will also be able to
list scheduled batches as well. These can be viewed by clicking on the View Message Batches. From
this screen you can reschedule or delete a group/batch of messages.

Figure 09-1 Scheduled Messages Report

To reschedule a message, click the Edit button

on the rightmost column of the Scheduled

Messages list page. The Edit Message Modal Popup shown in Figure 09-2 will load on screen. When
editing a Message, you will only be able to edit the Schedule Delivery Date and Sender Account. Edit
the required details of the selected Message. Once you are ready doing your changes, click on the
Update button to update the changes to that Message record. If the Message is part of a Batch with
more than one Message, a new Batch ID will be generated.
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Figure 09-2 Reschedule Message Modal Popup

To delete a Message, click on the Delete button

on the rightmost column. A confirmation modal

popup will prompt you to confirm the deletion of the selected Message as shown in Figure 09-3. To
proceed with the deletion of the selected Message, click on the Delete button.

Figure 09-3 Delete Message Confirmation Modal Popup

If you see the View button

in the rightmost column of the Scheduled Messages Report listing

page, then you were granted read-only access to Message records. To view Message details, click on
the View button and a modal popup will display the information of the selected Message.

File Name:

Notifications Portal User Manual v9.docx

Author:

MITA

Page:

40 of 44

Notifications Portal User Manual

Unclassified

10.

Billing Report

The Notifications Portal Billing Report allows you to monitor usage of outgoing messages and provides
estimated charges associated with the successful delivery of messages. The report contains line items
for each of your Sender Accounts, which include counters of successfully delivered messages and the
cost associated with these messages. You can customize the Billing Report to aggregate the
information by Year, Quarter, Month, Week or a custom date range. Moreover, you can filter the billing
line items by Message Type.
You can download the yearly, monthly or weekly report of your estimated charges from the same screen
by clicking on the provided Export button. The output of the report will be in Excel format.
The Outgoing Message Report screen can be accessed from the navigation menu Reports > Billing.

Figure 10-1 Billing Report

The Billing Report shown in Figure 10-1 features the following information:
•

Sender – This is the sender account that was used to send the messages.

•

Message Type – The type of message configured in your sender account.

•

Free Messages – The number of free messages used for the selected period. In most cases,
these are Email messages, unless your sender account is configured to send free messages.

•

Total Local Messages – This shows the total number of messages sent to recipients having a
local mobile number.

•

Total Local Cost – This shows the total cost of messages computed using the Local Messages
Price configured in your sender account.

•

Total International Messages – This shows the total number of messages sent to recipients
having an international mobile number.
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•

Total International Cost – This shows the total cost of messages designated to international
mobile numbers computed using the International Message Price configured in your sender
account.

•

Total Messages – This shows the summation of the Free Messages, Total Local Messages
and Total International Messages counters.

•

Total Cost – This show the summation of the Total Local Cost and Total International Cost
columns.

11.

Sender Accounts

As already discussed in section 03, the Notification Portal supports multiple Sender Accounts which
either map to a dedicated mobile number or email address provided by the upstream operator. The
Sender Accounts module is accessible from the navigation menu, left hand side of your screen. Click
on the Sender Accounts link to list your current assigned Sender Accounts as shown in Figure 11-1.
This module is mainly used for API Integration purposes. If you are a developer, you can use this module
to read the Sender Account Reference to be used when sending a new message. If you require a new
Sender Account or amend an existing Sender Account contact MITA’s Service Call Centre for technical
assistance.

Figure 11-1 Sender Account List

To view a sender account details, click on the View button

in the rightmost column of the Sender

Accounts listing page. By clicking on the View button, a modal popup will display the full details of your
Sender Account as shown in Figure 11-2. This screen will feature the following details:
•

Name – The name of your Sender Account
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•

Reference – Your Sender Account unique identifier used for API integration. Consult the API
integration guide for more details.

•

Legacy Reference – This is the 6-digit legacy unique identifier used in the old mGov web
service.

•

Message Type – The type of message supported by your sender account. Currently, this can
be Email or SMS.

•

From Mobile No/From Email Address – Depending on the type of message, this can be either
a short code (3 digits to 8 digits in length), long code (10 digits to 15 digits in length, excludes
the plus sign), alphanumeric code in case of SMS type sender accounts, or Email address in
case of Email type sender accounts.

•

Local Message Price – The price per message for local mobile numbers (starting with 00356).
Note that for multipart SMSs (exceeding 160 characters) this price will be applied for each
concatenated message (split at 153 characters for 7-bit encoded messages, and at 67
characters for 16-bit encoding when for example including Maltese characters).

•

International Message Price – The price per message for international mobile numbers.

•

Active – Shows whether the account is enabled. If the Sender Account is deactivated and you
wish to activated back again, please contact MITA’s Service Call Centre for technical
assistance.

Figure 11-2 Sender Account Details
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Appendix A:

Password Policy

When passwords are created or reset they must be pre-expired and changed at first login.
For expiring passwords, new passwords must not bear any relation to any older passwords as used
within 90 days by 5 password history files.
Password history files must be kept recording previously used passwords and prevent password reuse.
A minimum of five passwords must be kept in the history files.
The ‘Remember Password’ feature of browsers and applications (e.g. Outlook) must not be used.
All ICT systems should ensure that all User Level Passwords, (e.g. e-mail, web, corp, etc.) are changed
every 90 days.
The display and printing of passwords must be masked.
A prompt or notification advising an individual that the password is about to expire, must be
communicated to the user.
Passwords shall include the following best practices:
▪

User account passwords must have a minimum length of twelve characters.

▪

Privileged account passwords must be at least fifteen characters long.

▪

Passwords must contain three of the following four character sets: ▪

At least one lower case letter (e.g. a to z);

▪

At least one upper case letter (e.g. A to Z);

▪

At least one numeric digit (e.g. 0 to 9);

▪

At least one special character (e.g. + = ( ) & % ! ? > r~” or some other variation.

▪

Passwords must not include three or more consecutive characters from your login or full name.

▪

Passwords must not be a dictionary word in any language, slang, dialect, jargon, etc. (e.g. the
word password is a weak password).

▪

Passwords must not include your name, common names of people or places, technical jargon,
repeating sequences and keyboard sequences (e.g. QWERTY).

▪

Passwords shall be easy to remember. One way to do this is to create a password based on a
song title, affirmation or other phrase. For example, the phrase might be: “This May be one way
to remember” and the password could be “TmB1w2R!” or “Tmb1W>r~” or some other variation

▪

Application built-in controls facilitating the above Password construction shall be enabled.
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