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FOREWORD  
> HON. SILVIO SCHEMBRI 
MINISTER FOR THE ECONOMY AND INDUSTRY



In August 2020, the Prime Minister set 
a path for strong economic growth in 
Malta based on five strategic pillars, 
one of them being “infrastructural 
improvements”.  

In the modern world, infrastructure is not just 
roads and buildings but digital assets too.  
The Government is committed to the digital 
sector, both as a strategic pillar as well as a key 
underlying enabler for all pillars.   

Over the years, we have strengthened our 
digital economy with exceptional results 
which are recognised in the EU eGovernment 
Benchmarking rankings.  Our strategic vision is 
clear and focused, and we pursue the objective 
of a digital Malta. 

Central to our achievements has been MITA.  
This is especially so within the context of 
Government, but also in other fields where the 
Agency has been called upon as a national 
asset.  The Agency has a showcase of great 

accomplishments over its 30-year history 
and has transformed this sector from purely 
greenfield to one of high esteem.

This MITA Strategy for 2021 to 2023 builds 
upon the past and present to secure our digital 
future.  Through MITA, we will pursue investment 
in innovative technologies, information 
security and systems, and centralised 
platforms, supported by a resilient backbone 
infrastructure.  We are fortunate to have 
professional leaders and technical experts who 
are committed to providing services with pride 
and passion. 

Our future depends upon a successful digital 
economy, and this strategy allows MITA to 
deliver services of even higher excellence.

MITA KEY TO OUR DIGITAL FUTURE



FOREWORD  
> TONY SULTANA 
EXECUTIVE CHAIRMAN



Today, the provision of online public 
services is a necessity.  This was proven, 
more than ever, during 2020 when the 
world faced unprecedented challenges.  

The significant investment made in technology 
over the years has paid off substantially, 
resulting in increased social and economic 
activity.  This, coupled with the Government’s 
plans for prioritising digital transformation, 
has brought about the additional challenge 
of how best to reap further benefits from 
technology. MITA Strategy 2021 - 2023 will 
strengthen our digitalisation programme.  The 
Agency will provide extensive Information and 
Communications Technology services to support 
Government, enrich economic competitiveness 
and improve citizens’ well-being.  It will help the 
Public Administration achieve its progressive and 
continuous transformation.

We will build upon our thirty years of success in 
delivering, managing and maintaining digital 
solutions and services for Government. 

We are ready to rise to the challenge. As 
technology evolves, we will shape our digital 
future by embarking on new ventures. MITA will 
help the Public Administration to embrace digital 
in order to modernise and streamline processes 
and services, which will bring Government closer 
to citizens and businesses. We will continue to 
invest in data-centre infrastructure and services, 
and utilise cloud technologies, to deploy diverse 
solutions and meet agility and scalability needs.  
We aim to deliver a resilient Government digital 
ecosystem that prevents, detects, contains and 
responds to a myriad of cyber threats against 
data, applications and IT infrastructure.

We will achieve this through the talent of our 
people and the earned trust of our clients.  

This Strategy will enable us to build upon our 
achievements in order to master our digital 
future.

SHAPING OUR DIGITAL FUTURE
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            01.  
EXECUTIVE  
     SUMMARY 



MITA will attain its goals through providing 
technology direction to Government and 
implementing digital solutions which address 
developments and challenges within the 
spheres of security, society and the economy.  
In the coming years, it will build stronger 
relationships with stakeholders to provide 
solutions for the Public Administration.  This 
will be achieved through skilled leadership, 
effective communication and engagement 
of employees in a culture of empowerment 
and collaboration.  This ethos provides the 

MITA is committed to pursuing new opportunities 
for a digital future.  Continuing the success of the 
past three decades, the Agency will fulfill its role in 
the digital domain, assisting Government to serve 
business and society. 

right conditions for innovation, which MITA 
is eyeing from conceptual, procedural and 
technological points of view, from a strategic 
level down to a project level.  To be effective, the 
Agency needs to align technological realities 
to the needs of its customer base.  This calls for 
further improvements in operations and the 
maximisation of resources, whether human, 
financial or infrastructural. Above all, MITA 
seeks to be strategically driven by the principle 
of governance, thus ensuring accountability, 
effectiveness and responsiveness. 

01. EXECUTIVE SUMMARY
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In more practical terms, taking stock of its digital core 
competencies, strategic investments and direction within the 
Government sector to date, MITA will: 

> Act as an adviser to Government on digital strategy  
and policy direction

> Contribute to Government’s and Malta’s well-being in  
information security

> Invest further in its digital and physical infrastructure 
to consolidate availability and resilience of digital  
service provisioning

> Promote innovation through its digital solutions and ecosystems

> Ensure a unified and consistent approach in provisioning 
of digital platforms, services and information systems for 
Government core business areas

> Employ its corporate knowledge and digital assets for the benefit 
of the Public Administration and society

> Ensure efficient internal business operations and adoption  
of green measures

Furthermore, MITA will maintain an integrated approach in Human 
Resources (HR) practices.  This will be reflected in the Agency’s 
corporate culture as well as its strategies in attracting new talent, 
retaining, engaging, managing performance, and giving due 
recognition to its workforce.

All of this requires planning and monitoring mechanisms to be 
in place. MITA will be more agile and effective in its strategy 
realisation.
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            02.  
SITUATIONAL   
    ANALYSIS 



> 2.1 EXTERNAL ENVIRONMENT 

2.1.1 Technological Development  

Technology has continued to empower our 
nation.  The number of internet users, social 
media users and internet connections is among 
the highest in Europe.  The use of technology 
by all economic sectors, including Government, 
businesses and citizens, has commanded an 
increased pace of transformation in the way 
services are delivered.  

Customers have an increased preference 
for digital services.  This is now ingrained in 
our social fabric through adoption of newer, 
evolving devices, including home appliances, 
security equipment, educational tools and 
health monitoring wearables.  The use of 
technologies such as the Internet of Things (IoT), 
Artificial Intelligence (AI) and Distributed Ledger 
Technologies (DLT), being enablers of new 
process models, have increased the need for the 
Public Administration to prioritise the pace of 
modernisation and digital transformation. 

Emerging technologies are leading to a 
shift in employees’ roles and responsibilities, 
demanding new skill sets.  Learning and 
development are being prioritised more 
than ever before to keep up with emerging 
technologies and practices.  This is not an 
easy challenge, particularly in a growing 
sector where the demand for skilful employees 
outstrips availability. 

2.1.2 Social Dimension 

Information and Communications Technology 
(ICT) has changed the way we communicate, 
research information, work, conduct business, 
access Government services and interact with 
each other.  Digital communication, social 
media interaction, e-commerce, and digital 
enterprises are steadily transforming our 
world, diminishing social barriers and enabling 
microeconomic growth.  

The implementation of the EU Single Digital 
Gateway is further proof of this as it provides an 
opportunity for increased mobility and access 
to information for EU citizens and businesses as 
they move between, or interact with, different 
Member States.  Change will continue to 
happen in education, working practices, work-
life balance and business models.  

These opportunities do not come without 
challenges.   Concerns about privacy, data 
security, identity-theft and diversity of digital 
competences are current issues.  As more 
technologies are adopted, considerations of 
ethical principles and the required degree of 
legislation to protect social structures and 
people will become increasingly important.  
Likewise, actions are required to ensure that no-
one is left behind.

02. SITUATIONAL ANALYSIS
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2.1.3  Economic Dimension 

Malta has built a strong economic foundation 
which attracts foreign investment and 
businesses, creating higher value jobs that 
demand more professional and technical skills. 
The financial services and online gaming sectors 
are two examples that have increased the 
demand for such skills.   Foreign workers and 
suppliers, while contributing to the local eco-
system, present respective challenges relating to 
diverse cultures and expectations.

The country adopted a progressive approach, 
introducing regulations that govern the use of 
DLT, Cryptocurrencies and AI to continue this 
positive trend of economic activity and economic 
enlargement. 

It is forecast that this situation will remain 
despite the Covid-19 pandemic. Malta’s economy 
is expected to return to growth as activity 
gradually recovers.

2.1.4  Legislative Dimension

The borderless nature of technology, and the 
speed at which it evolves, pose a huge challenge 
to nation states. In spite of these difficulties, 
a number of legislative initiatives have been 
taken by Malta and the EU for proper regulatory 
frameworks to ensure fairness and equality.  

The Services Directive (Directive 2006/123), the 
Single Digital Gateway Regulation (Regulation 
2018/1724), the Electronic Identification 
Authentication and Trust Services Regulation 
(eIDAS) (Regulation 910/2014), the General Data 
Protection Regulation (Regulation 2016/679) and 
the Open Data Directive (Directive 2019/1024) 
are legal initiatives taken by the EU in order 

to balance the rights and responsibilities of 
various market players and consumers.  The 
EU has recently turned its attention to the 
area of cybersecurity, with the publication of 
the EU Cybersecurity Act.  Furthermore, it will 
be establishing the European Cybersecurity 
Industrial, Technology and Research Centre and 
each Member State will be required to set up 
its own National Coordination Centre.  Further 
legislative measures are in the pipeline as 
emerging technologies transit from the lab to 
the workplace and the home.  

   

2.1.5  Digital Public Services 

Digital policy and public service delivery remain 
a priority for Government as it works to meet the 
demands of a growing economy.   

The vision of a public administration empowered 
by digital transformation was reflected within 
‘Mapping Tomorrow’ - the public service digital 
transformation strategic plan.  This reflects a 
desire for Malta to be a front-runner among EU 
Member States in providing high quality and 
secure digital public services.

Leveraging the power of the Cloud and 
current technology trends, including intelligent 
automation, analytics and AI, offers the 
next quantum leap for business and process 
transformation in the Public Administration.  

The Public Administration, through its Core 
Group Digitalisation, servizz.gov, the Chief 
Information Officer (CIO) Forum and the 
Ministerial Information Management Units, 
drives initiatives to make the best use of these 
advances in the digitalisation of public services. 
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> 2.2 INTERNAL ENVIRONMENT

2.2.1 ICT Policy, Strategy and Governance

MITA, being the arm of Government ICT 
services delivery, has cultivated institutional 
competences for the appropriate governance 
of ICT implementation.  This is coupled with 
the application of industry best practices in 
areas including project management, business 
solution definition, systems development, cloud 
services, information security and privacy and 
risk management structures. Policies, processes 
and procedures are implemented to safeguard 
the appropriate governance of the Government 
ICT landscape. 

The Agency participates in national, EU and 
wider international groups to represent Malta’s 
position on various ICT matters and brings about 
changes in order that the country benefits from 
the most recent digital developments.  In the 
past few years, MITA has worked on several 
strategies and major initiatives to introduce new 
practices and to help the Public Administration 
embrace new technologies. 

MITA has been at the forefront in advocating 
and bringing about change and will continue 
to serve as a strategic partner for Government 
in introducing new technologies to further 
transform public services.  Together with the 
Public Administration, MITA plays an important 
role in delivering a service of excellence to 
businesses and citizens. 

02. SITUATIONAL ANALYSIS

2.2.2 Application of Emerging 
Technologies

In recent years, MITA has invested heavily to 
modernise its infrastructure, including the 
deployment of the Hybrid Cloud platform for 
Government.  This infrastructure has enabled the 
modernisation of information systems, providing 
the necessary underlying capabilities to design 
solutions that maximise the use of modern 
design and architectural concepts.  There has 
been also the implementation of advanced 
technologies, such as AI and data analytics. 

Several use cases and pilot projects, involving 
emerging technologies, were triggered, making 
use of chatbots, distributed ledger technologies 
and data analytics.  Some of these were taken 
forward to address specific public sector 
business needs.    

The Emerging Technologies Lab and the MITA 
Innovation Hub (MIH) are creative spaces in 
which the Agency has invested to foster bottom-
up development to build capacity and promote 
innovation in the use of emerging technologies.  
The facilities are open to MITA employees, public 
sector employees and students.   The Agency 
is working in collaboration with academia and 
leading providers to make technologies available 
and engages in initiatives that promote their use.  

8



2.2.3 Information Security

The proliferation of information technology in the 
Public Administration has been accompanied by 
an increase in threats from malicious attackers, 
both in frequency and sophistication.

MITA has prioritised investment in information 
security, in both tools and resources.  It is 
monitoring its network proactively, collating and 
analysing information to detect suspicious or 
unauthorised behaviour and taking immediate 
measures to protect against potential security 
breaches.  This work is now enhanced by security 
tools that adopt AI, leveraging machine learning 
and predictive analytics to anticipate threats 
before they arise.  It also ensures that security 
and privacy by design are engrained in the 
architecture and development of Government 
information systems.  

Cyber security awareness is important.  MITA has 
continued to collaborate with Government to 
raise awareness among businesses and citizens 
about the need to protect digital assets and 
exercise good practice of cyber hygiene. 

The Agency collaborates with external cyber 
security organisations to share intelligence 
about actual and potential threats.  It has been 
pivotal in establishing coordination with foreign 
counterparts to develop the necessary skills to 
assist in resolving cyberattacks.

 2.2.4  Infrastructure 

MITA’s Data Centre keeps up with leading 
technology trends, in terms of computing, 
network, storage and backup infrastructure.  
The implementation of the Hybrid Cloud offers 
increased options for clients who can now opt to 
make use of both on-premise MITA-managed 
Cloud resources as well as public cloud services.   

Avant-garde security solutions have been 
implemented through industry leading security 
capabilities, including an intrusion prevention 
system, web filtering, secure sockets layer 
inspection and automated threat protection.  

These offerings increase flexibility for public sector 
clients who can select their resources according 
to their computing and storage needs, and 
manage and administer their implementations, 
including cost, control of security and governance 
requirements.  These service offerings benefit 
from round the clock support by the Network 
Operations Centre, whose primary role is to 
monitor, action and alert to guarantee service 
availability.
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2.2.5  ICT Services

MITA provides Government with several 
horizontal services, either discrete or components 
that complement larger solutions. 

These services have evolved over time and today 
include remote services enabling face-to-face 
virtual communication from diverse physical 
locations, empowering public service employees 
to convene for meetings even when physically 
not feasible. 

The Agency performs first line of support 
through the Service Call Centre, with immediate 
resolution in many cases, while retaining a 
procedure for escalation to the respective team 
or service provider, with stipulated response 
times for more specific issues.  As part of its 
eGovernment programme, MITA provides 
the platform for the Government Payment 
Gateway and Messaging solutions as well as the 
collaboration and file sharing platform. 

2.2.6  Digitalisation of Public Services

MITA supports Government in the implementation 
of digital public offerings.  An array of services 
is provided, from the development of software 
solutions and infrastructure platforms to 
consultancy.  These include activities on corporate 
information facilities such as the Corporate 
Financial Management System, Common 
Database, Human Resources Information 
Management System, myHealth, Funding and  
Visa Information System. 

The Agency is directly involved in the 
modernisation programme of Government 
information systems for Taxation (VAT & Income 
Tax), Social Security, Customs, Justice and 
the Public Registry.  This will result in leading-
edge cloud-native applications that utilise 
Government’s hybrid cloud platform services and 
integrate with its inherent building blocks. 

The modernisation programme is also a catalyst 
for the achievement of the Once-Only Principle 
across Government processes.  In pursuance 
of this objective, MITA carries out an Enterprise 
Data Management function that addresses 
public sector information holistically, establishing 
a framework for its use and proposing 
appropriate legislation. 

2.2.7  Engagement with Community

The Agency reaches out to the wider community, 
including public sector employees, students and 
potential tech entrepreneurs, with initiatives of 
appeal to broad audiences, plus more individual 
opportunities such as scholarships. 

The Emerging Technologies Lab, launched in 
October 2018, is one initiative that has enabled 
engagement with public sector employees, 
students and academics.  The Lab serves as 
a forum for experiencing, experimenting and 
learning on various innovative technologies such 
as virtual, augmented and mixed reality, IOT and 
microcontrollers.  MITA strengthened its work 
with ICT students through the Student Placement 
Programme, which provides a working 

02. SITUATIONAL ANALYSIS
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opportunity during the summer months.  The 
Agency also organised training and awareness 
initiatives with public officers and the public 
to increase the take-up and usage of mobile 
Government services.    

Through the MIH, the Agency provided 
incentives for digital entrepreneurship and 
innovation.  It ran the YouStartIT programme 
which accelerated start-ups from concept stage 
to proof-of-concept and, in certain cases, even 
investor readiness. During the past three years 
the programme has experienced growth and 
internationalisation.  The intention is to migrate 
MIH operations to another entity, where it can 
move to its next stage of development, while 
MITA focuses on activities more core to its 
operations.

2.2.8 Internal Operations

Over the years, the Agency has invested resources 
to identify how to innovate internal systems 
and processes to improve the efficiency and 
effectiveness of its operations.   It has sought to 
align its processes to international best practices 
and has achieved international certification that 
demonstrates its commitment to high quality and 
process improvement. 

The introduction of Development Security and 
Operations (DevSecOps) as a modern practice will 
bring more cross collaboration and will accelerate 
deployment cycles.  Moreover, service delivery has 
been enhanced through self-service platforms, 
enabling clients to manage their implementations.  

The Agency continuously invests in its facilities, 
most recently in the Security Operations Centre 
and the Emerging Technologies Lab. This extends 
to facilities which meet day-to-day needs such as 
an upgrade to canteen facilities and improvements 
to office environments.

2.2.9  Human Capital

MITA has always viewed human capital as its 
greatest asset and places employee wellbeing 
at the forefront of its HR practices and is 
proud to have achieved ‘Investors in People’ 
certification.  The Agency supports the building 
of trust among employees at all levels as 
an essential way to foster communication, 
collaboration, interaction and productivity.  
This has led to employees having increased 
confidence in the organisation’s leadership, 
leading to better work engagement and a 
more empowered workforce.

Training and development remain a priority 
for the Agency, both to enhance employees’ 
competencies as well as for the Agency to 
achieve its strategic goals. Training focuses 
on both technical and interpersonal skills 
development.   A strong career development 
and progression system is engrained in the 
Agency’s fabric.  Through its strong reputation, 
MITA aims to continue to attract, recruit and 
retain a team of ambitious and highly talented 
employees, able to deliver enhanced value to 
clients. 
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03. 
STRATEGIC  
POSITION 



MITA plays an important role in supporting and meeting the 
Public Administration’s vision of providing services of excellence 
to businesses and citizens. During the term of this Strategy, the 
Agency will embrace technologies, methodologies and practices 
that will further transform and increase the value-proposition of 
the organisation.  

This commitment to link the past to a digital future is the theme of 
MITA’s new brand identity, which was launched on 28th September 
2020 to mark the Agency’s 30th anniversary.

03. STRATEGIC POSITION
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> 3.1 PURPOSE

MITA’s purpose is to:

> Serve as the central driver of Government’s ICT 
policy and strategy. 

> Deliver and manage information systems and 
services across Government to enable reform 
and innovation in public service delivery. 

> Provide efficient, effective and secure ICT 
infrastructure and services to Government.

 
> Encourage the application and take-up of ICTs 

in the wider economy.
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> 3.2 VISION

With MITA’s remit, experience and readiness to continue its path  
towards assisting Government in the digitalisation process, MITA is  

COMMITTED TO A DIGITAL FUTURE.

> 3.3 MISSION STATEMENT

The Agency will attain this vision by investing in human resources and  
applying digital technologies to different domains, including strategic, 

 security, infrastructure, systems and services.  MITA will  

PROVIDE TECHNOLOGY DIRECTION  
AND IMPLEMENT DIGITAL SOLUTIONS  

FOR GOVERNMENT.

03. STRATEGIC POSITION
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> 3.4 VALUES

MITA has values which guide its employees. In 2020 these values  
were refined to reflect current exigencies.

People 
We are vital to the success  

of our Agency.

Empowerment 
We take decisions within our 

roles and responsibilities.

Continuous Improvement 
We believe there is no limit  

to our improvement. 

Client Focus 
We partner with our clients  
to attain mutual success.

Professionalism 
We are committed to  

deliver excellence.
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> 3.5 STRATEGIC DRIVERS

Committed to 
a digital future Innovation

Effectiveness

Governance

Leadership

Fig. 1: Strategic Drivers

03. STRATEGIC POSITION

In delivering its purpose, vision, mission and 
objectives, MITA and its employees will be guided 
by four strategic drivers, as depicted in Fig. 1.
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3.5.1 Leadership

Leadership is enabled by effective 
communication and employee engagement and 
is essential to the organisation achieving success.

MITA will provide leadership and direction, 
in all sectors supported by the organisation, 
towards the adoption and application of digital 
technologies.  

The Agency will increase its value proposition by 
capitalising on its human capabilities, business 
knowledge, the breadth of digital technologies 
and the benefits they can bring with them, in 
addressing the needs of a dynamic and complex 
operating environment. 

3.5.2 Innovation

MITA will utilise innovative concepts, paradigms, 
technologies, frameworks and tools to transform 
the way it operates and delivers its services.

Innovation is possible in all functions of the 
organisation, from strategic policy-setting to the 
adoption and deployment of technologies, as 
well as in project/service delivery and operations.

Innovation calls for a culture of empowerment 
and collaboration, accompanied by the 
necessary technological skills and knowledge. 
Implementation involves transformative actions, 
commitment and support.

3.5.3 Effectiveness

MITA will maximise the capabilities of human 
resources, funds, technologies and internal 
processes to improve customer experience  
and further increase its value proposition to  
its stakeholders.

The Agency seeks to adopt new methodologies 
and concepts to reflect evolving industry 
trends which will enable improvements to 
work practices and make it more rewarding for 
employees.

New digital approaches and concepts can 
improve the delivery of value-added services  
to the Public Administration.

3.5.4 Governance

MITA will operate in a professional and 
accountable manner, mitigating risks and 
safeguarding its reputation.

The Agency will ensure that projects and 
services are implemented in such a way as to 
protect the security of information assets and 
achieve strategic goals.  It will adopt industry 
norms and internationally recognised best 
practices and standards.  
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> 3.6 PRINCIPLES Strategic

> Focus on what is core, strategic and where 
MITA’s value proposition is unique

> Align to Government policy, strategic goals 
and priorities

> Continuously invest in digital technologies 
and intellectual capital

> Operate a sustainable cost-recovery model

> Collaborate with partners and involve 
stakeholders in the design and 
implementation of solutions

03. STRATEGIC POSITION

These principles will guide 
MITA to deliver in line with its 
strategic drivers.
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Technological

> Adopt security and privacy by design

> Adopt technology-agnostic and cloud-native 
architectures for digital solutions

> Embrace new technologies that add value to 
enterprise architecture

> Prioritise implementations which reduce 
infrastructure and operational overheads

> Design solutions that are interoperable, 
scalable and which, within legal parameters, 
share and re-use software, services and data

Operational

> Design and deliver solutions and services, 
adopting a client-centric approach

> Deliver both through in-house provisioning 
and outsourcing/brokering

> Avoid vendor lock-in and enable flexibility to 
migrate between service providers

> Safeguard the environment by adopting 
eco-friendly concepts, processes and 
technologies

> Apply business knowledge and technical 
specialisation to assist the Public 
Administration in modernising
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04. 
STRATEGIC  
DOMAINS 



04. STRATEGIC DOMAINS

MITA will adopt a strategic 
approach, both internally and by 
being the Government’s digital 
architect and adviser on ICT 
policies, strategies and concepts.  

The Agency has a central role in providing Government with resilient 
infrastructure and solutions that enable the Public Administration 
to digitalise further its public services. The Agency operates a data 
centre hosting the main Government information systems and 
associated data, and a wide-area network which is the backbone 
of the Government’s IT systems and services. The Agency designs, 
develops, implements and maintains shared digital platforms 
and information systems to enable the Public Administration to 
continually improve its services.  MITA intends further to adopt 
digital technologies and shared data concepts so that the Public 
Administration can capitalise on their benefits to achieve greater 
service excellence. 

Given the ever-increasing security threat landscape, and the 
growing dependence on digital technologies, MITA will continue 
to invest in security infrastructure. It will ensure that security is 
paramount in all areas and maintained throughout a complete 
solution’s life-cycle.

MITA will strengthen the interface with clients, adopting the 
principle that every employee is representing the organisation.   
This will be facilitated through improvements to the Agency’s 
internal processes and systems and strengthening relations  
with stakeholders.
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Being a knowledge-based organisation, employees are central 
to all that MITA does.

MITA will deliver its vision through seven Strategic Domains, 
depicted in Fig. 2.  The Agency will invest continuously in its people 
who, ultimately, are the main asset of the organisation.

Fig. 2: Policy Domains

Strategy & Policy

Internal
Support
Services

Client
Facing

Services

Information Security

Data Centre
& Infrastructure

Digital  
Technologies 

& Data

Information 
Systems & 

Shared Services

People
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> 4.1 

DOMAIN 1:  
STRATEGY & POLICY
MITA will continue to assist Government in the conceptualisation of 
national and Public Administration strategies, whether these are broad in 
scope or domain specific.  It will also provide a suite of digital architecture 
frameworks, policies and roadmaps.

Additionally, it will represent Government on EU strategic fora, to 
influence EU digital policy direction.  The Agency will capitalise on EU 
funding opportunities, as well as advise on the alignment of Government 
digital investments to its strategic direction.  

In the process, MITA will further strengthen strategic relationships at local, 
European and international levels.

04. STRATEGIC DOMAINS
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> D1.1 Provide a suite of digital architecture frameworks, policies, 
 guidelines, standards and roadmaps so that the Public 
 Administration can truly operate as a single digital enterprise.

> D1.2 Assist Government in conceptualising and drafting digital  
 strategies and policies at a national, Public Administration and  
 area-specific level.

> D1.3 Serve as an adviser on committees to ensure that Government’s  
 major ICT initiatives are aligned to its strategic direction.

> D1.4 Nurture strategic relationships with local and foreign stakeholders  
 and senior Government officials.

> D1.5 Assist Government in the formulation of EU digital policy and  
 capitalise on EU and other supranational funding programmes.

ACTIONS

POLICY STATEMENT
Advise Government in shaping and adopting digital policy 
and strategic-level direction, at a Public Administration, 
national and international level.  
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> 4.2  

DOMAIN 2:   
INFORMATION SECURITY
Strong cybersecurity is vital to infuse trust in Government’s digital  
public services.                                                                                                                              

The Agency will enhance further its proactive risk-based approach, ensuring 
a technological landscape which is robust and resilient to ever evolving 
and persisting cyber threats. MITA acknowledges that an absolute cyber 
immune state can never be attained but will deploy all necessary mitigations, 
following best industry practices.

Cybersecurity challenges have no territorial boundaries, making international 
cooperation critical.  MITA will solidify threat intelligence capabilities to gain 
additional insight into global threat patterns, to be in a position to predict 
and prevent potential future attacks on Government’s digital infrastructure. 

It will also enhance its cyber security incident response and investigation 
capabilities to be able to respond, contain and address security incidents 
within its infrastructure and to assist at a national level.

MITA will participate actively in cybersecurity fora and ensure that national 
cybersecurity strategy remains current and is effectively implemented.  
Moreover, it will continue to deliver subject-specific acumen in the 
cybersecurity awareness and education domain.  It will serve as a national 
point of reference for strategic, tactical and operational matters on 
cybersecurity. 

04. STRATEGIC DOMAINS
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> D2.1 Identify cybersecurity risks on Government’s digital landscape  
 and provide business owners with streamlined information about  
 their environments. 

> D2.2 Protect Government’s digital assets through further reinforcement  
 of information security controls, adopting security by design and  
 a zero-trust approach while nurturing effective cybersecurity  
 hygiene practices. 

> D2.3 Detect anomalies and cybersecurity events through cutting-edge  
 real-time monitoring in conjunction with pro-active detection  
 based on threat intelligence activities.

> D2.4 React in a timely manner to a cybersecurity incident, in line with  
 an effective response plan, forensic analysis, containment of  
 impact and eradication of residual threats.  

> D2.5 Recover impaired capabilities or services through robust business  
 continuity provisions, to reduce the overall impact and contain  
 financial and reputational damage.

> D2.6 Lead national cybersecurity initiatives and actively contribute  
 in enhancing Malta’s cyber security posture and preparedness  
 while collaborating with international partners.

POLICY STATEMENT
Operate a comprehensive information security framework 
to uphold the confidentiality, integrity and availability of 
Government’s digital assets while enhancing cybersecurity  
at a national level.

ACTIONS
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04. STRATEGIC DOMAINS

> 4.3 

DOMAIN 3: 
DATA CENTRE & 
INFRASTRUCTURE
MITA has invested heavily in its digital infrastructure, including the Data 
Centre, Government Network and the Hybrid Cloud, which are all critical 
for Government operations.  It will enhance its infrastructure by deploying 
innovative technologies to optimise performance and satisfy evolving 
client needs.  At the same time, the Agency will take measures to realise the 
benefits from investments made.  

It will implement initiatives to minimise impact on business continuity and 
operations, and to improve resiliency of the infrastructure.

The Agency will provide and promote effective use of ‘as-a-service’ solutions 
and assess the feasibility of brokering multi-cloud facilities for Government.  
MITA will seek to adopt ‘infrastructure-as-code’ as part of its shift towards 
the next generation operating model.
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POLICY STATEMENT
Invest further to strengthen core ICT infrastructure, hosting 
environment and operations to improve their uptime, 
efficiency and resilience.  

> D3.1 Shift towards the next generation operating model based on  
 the concepts of Infrastructure-as-Code and software defined  
 data centre.

> D3.2 Enhance the Hybrid Cloud with further ‘as-a-service’ products  
 and enable clients and suppliers to manage and make effective  
 use of such services. 

> D3.3 Assess the feasibility of brokering multi-cloud facilities  
 for Government.

> D3.4 Strengthen core services and connectivity in terms of resilience,  
 security and redundancy.

> D3.5 Continue to invest in maintaining and modernising data centre  
 facilities, underlying infrastructure and tools. 

ACTIONS
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04. STRATEGIC DOMAINS

> 4.4 

DOMAIN 4: 
DIGITAL TECHNOLOGIES 
& DATA
Through the adoption of innovative methods, technologies and approaches, 
MITA will assist Government in the re-design and innovation of public 
services.

The Agency will bring together cross-functional teams to carry out applied 
research and implement proof of concepts which test the applicability of new 
technologies and introduce innovative solutions which then can be adopted 
by the Public Administration for improved public service delivery. It will work 
on deploying innovative digital solutions both upon client request and as part 
of its product development portfolio. 

MITA’s active role in setting up the legislative framework for the enactment 
of the ‘Re-use of Public Sector Information’ and the sharing of data across 
Government, has established the basis for the further sharing of Public 
Administration data.  This, supported by the development of policies and 
information systems, will enable Government to make better use of the data 
it has in its possession and to link it to enhanced decision making and service 
provision.  
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> D4.1 Carry out cross-functional applied research and implement proof  
 of concepts using emerging technologies which aim to lead to  
 new or improved service provisioning. 

> D4.2 Implement projects with innovative solutions based on digital  
 technologies, both upon client request and as part of MITA’s  
 product development.

> D4.3 Encourage and direct project implementation for the sharing 
 and re-use of data across Government and making open  
 data available.  

> D4.4 Implement technological solutions to enable Government  
 to make better use of aggregated and linked data as a resource  
 for strategic and operational decision making.

POLICY STATEMENT
Develop innovative solutions and ecosystems through applied 
research and proof-of-concepts, capitalising on the potential 
of emerging technologies and use of data.  

ACTIONS
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04. STRATEGIC DOMAINS

> 4.5 

DOMAIN 5:  
INFORMATION SYSTEMS 
& SHARED SERVICES
MITA will continue to modernise business-critical Government information 
systems so that they can capitalise on cloud facilities and latest technologies.  
The Agency will invest in new digital platforms and shared services, and keep 
live platforms updated to benefit from technology advancements and to 
satisfy emerging client needs.  

This will enable Government to implement strategic concepts such as the 
Once-Only principle, horizontalization of services and ultimately deliver 
services of excellence.  

MITA will ensure that modernised systems incorporate the benefits of 
advanced technologies and are strengthened in terms of their security 
profile, given that threats are always evolving.  

It will also build the shared services necessary to fulfil the requirements of the 
Single Digital Gateway and Electronic Identification, Authentication and Trust 
Services (eIDAS) Regulations and assist clients to integrate their systems with 
such services.  Moreover, the Agency will continue to assist clients to align 
their respective systems to further EU legislation. 
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> D5.1 Enhance and implement new central digital platforms for use  
 across Government.

> D5.2 Assist clients in aligning their information systems with evolving  
 business needs and the requirements of EU legislation.

> D5.3 Re-architect and modernise digital platforms and information  
 systems to benefit from current technology trends.

> D5.4 Lead the modernisation of core information systems to align to  
 Government strategic concepts and principles to achieve  
 increased value.  

> D5.5 Assist the Public Administration in identifying opportunities,  
 delivering and supporting solutions to horizontalize and digitally  
 transform public services.     

> D5.6 Enable Government to use remote, automated and user-centric  
 digital solutions to interact with its customers and provide a  
 modern digital working experience for its employees. 

POLICY STATEMENT
Adopt a consolidated, harmonised approach, in providing 
modernised digital platforms, shared services and 
information systems for core and strategic business areas 
within Government.  

ACTIONS
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04. STRATEGIC DOMAINS

> 4.6 

DOMAIN 6:  
CLIENT FACING SERVICES
MITA listens to clients’ requirements and assists them in how to identify 
and benefit from the opportunities coming from further digitalisation.  

The Agency will continue to provide high-quality digital consultancy 
services to the Public Administration, covering different digital domains 
and areas of specialisation such as policy development, ICT budgeting, 
project management and service management.  It will also deliver 
client support and services, including via its Call Centre.  The divestment 
strategy will be aligned in such a way as to provide these services to all 
ministries, while continuing to divest and outsource lower-level activities.  

MITA will continue with its programme to promote and foster the 
application of digital technologies within different sectors of Government 
and society. 

It will also take pride in its achievements and use its expertise on a 
national and international scale by promoting the value of digital 
initiatives across society. 
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POLICY STATEMENT
Employ corporate knowledge and digital assets to provide 
solutions that facilitate the operations of the Public 
Administration and increase uptake of digital technologies 
within society.  

> D6.1 Assist clients in conceiving, designing, implementing and  
 supporting digital solutions.

> D6.2 Provide consultancy, singular or cross-functional, relating  
 to various domains including strategic/policy matters,  
 architecture, technical and funding.

> D6.3 Establish and promote MITA services for use by all Government  
 while guiding and supporting clients to make effective use of  
 such services.

> D6.4 Strengthen MITA’s one-point-of-contact with clients, providing  
 a more-holistic customer experience and consolidating  
 customer care.  

> D6.5 Implement initiatives to increase digital outreach among different  
 sectors of Government and society.  

> D6.6 Promote MITA and its initiatives on a national and  
 international scale.

ACTIONS
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04. STRATEGIC DOMAINS

> 4.7 

DOMAIN 7: 
INTERNAL SUPPORT SERVICES 
MITA will continue to invest in its internal systems and tools to improve the 
quality and professionalism of its service delivery.  It aims to consolidate 
its centralised systems and enable the different functions and teams to 
re-engineer their processes to serve clients well. 

The Agency will further develop procurement frameworks and work with 
the Public Administration to understand better how it can assist them 
while retaining a focus on its core operations and the solutions needed to 
address their business requirements. It will improve the presentation of 
its product portfolio and provide its clients with complete solutions that 
address their business requirements.

MITA will aim to ensure that projects are implemented according to plan 
with services based upon industry best practices and internationally 
recognised standards.  The Agency will expand the involvement of 
suppliers and other stakeholders to leverage the resources available on 
the market and will do so with its usual professionalism.

The Agency will continue to respect the environment and become 
increasingly eco-friendly.  

MITA will furnish and equip its employees with the best tools and provide 
a comfortable and pleasant working environment.
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> D7.1 Redesign internal processes to benefit from methodologies that  
 increase collaboration and to benefit from modernised concepts  
 and information systems.

> D7.2 Holistically manage internal datasets to increase business value  
 and adopt semantics which are function or role based.

> D7.3 Establish contracting frameworks and partnership agreements to  
 enable internal MITA operations and allow the Agency to focus on  
 its core role.

> D7.4 Strengthen MITA governance processes to achieve continuous  
 improvement, furthering alignment to best practices, new ISO  
 standards and re-certifications.

> D7.5 Continue to invest in MITA premises to provide an environment  
 which is green, modern and meets the needs of the organisation.

> D7.6 Innovate in procurement and work with contractors to get the  
 greatest benefits from the talent and solutions available on  
 the market. 

> D7.7 Adopt a product management approach throughout an entire  
 solution’s life-cycle.

POLICY STATEMENT 
Provide the appropriate internal support functions, systems 
and tools to simplify processes, improve effectiveness and 
ensure efficient business operations and continuity.

ACTIONS
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05. 
PEOPLE 

MANAGEMENT



Fig. 3: People Management

05. PEOPLE MANAGEMENT

MITA invests continually in its people and upholds the highest standards 
in terms of HR practices and methodologies.  The Investors in People 
accreditation attests to this. 

Performance Management  
& Recognition

Employee Engagement 
& Wellbeing

Employee Training  
& Development

Resourcing

Corporate Culture 
& Climate
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Performance Management  
& Recognition

MITA’s success rests on the performance of every 
one of its staff and for this reason it adopts an 
annual performance management programme 
to reward employees.  This is complemented 
further by various awards and recognitions. 

Employee Engagement  
& Wellbeing

The agency is committed to foster a corporate 
culture and climate that strengthens employees’ 
engagement with the agency.  Through strong 
leadership and a multi-dimensional communication 
strategy, MITA helps to ensure that its employees 
are motivated and challenged to reach higher levels 

of professional expertise and that they contribute 
to projects that extend beyond the boundaries of 
the Agency.  This is complimented by a strong thrust 
towards strengthening employees’ physical and 
mental wellbeing.

Employee Training & Development 

Employee development is a critical component 
of a learning organisation such as MITA.  This 
function is responsible for the identification 
and delivery of various forms of training and 
capacity-building to develop competences and 
skills to support the attainment of the Agency’s 
strategic objectives.  This is performed also in the 
context of addressing employees’ training needs 
arising from career progression aspirations, 
professional and personal growth.  

The Agency’s HR principles are built on strong values with a clear vision 
to support the Agency’s objectives with professional and dedicated 
employees. Management structures, reporting lines and departmental 
terms of reference provide the necessary direction and ensure focus, while 
reducing unhealthy overlaps.

The principles and areas of focus for People Management are 
demonstrated in Fig. 3. 
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Corporate Culture & Climate

The Agency’s corporate culture is built on intrinsic knowledge and a set 
of best practices that have stood the test of time. It embraces openness, 
the adoption of new technologies and diversity. Various team building, 
social and corporate events will continue to play a part. This culture 
has adapted to meet the changing socio-economic environment and 
employee expectations.

Resourcing

MITA aims to attract and retain the brightest and most capable, knowing 
that future success depends on this.  The Agency’s good reputation as 
a provider of career growth opportunities, the adoption of professional 
standards, as well as its quest to ensure the well-being of its employees, 
are a strong draw for both fresh graduates and established professionals.  
MITA provides opportunities for students and reaches out to attract 
candidates while adhering to legislation, transparency and the high 
integrity in its processes.  

05. PEOPLE MANAGEMENT
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> P.1 Recognise employees who demonstrate commitment and  
 professionalism in achieving the Agency’s goals and reward them  
 for their achievements.

> P.2 Support employees to refine and acquire skills so as to become  
 domain experts, enabling them to help and guide colleagues grow  
 their skills through on-the-job experiences and challenges.

> P.3 Provide targeted training, ranging from interpersonal to specialised  
 skills development, for employees to expand their competencies  
 and align with business goals. 

> P.4 Facilitate multiskilling through intra- and inter-departmental job  
 exposure opportunities to increase employees’ value and enhance  
 their personal career growth.

> P.5 Create an environment which engages employees with the  
 Agency’s values and inspires reciprocal loyalty and respect.

ACTIONS
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06. 
IMPLEMENTATION



MITA aims to evolve as an organisation and to be in a stronger position 
to deliver its objectives through the implementation of this Strategy. This 
may require changes to structures, skills and areas of focus to align to the 
evolving digital landscape.

The MITA Board is the owner of the Strategy while the Executive 
Committee spearheads its implementation.  Proper planning of the 
various initiatives, projects and services relating to the Policy Statements 
and corresponding Actions is crucial and will be achieved through the 
Agency’s annual business plan. The Agency will also develop further its 
mechanisms to monitor and report progress on the Strategy. 

06. IMPLEMENTATION
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Plan

Communicate

OperateMonitor

Update

Fig. 4: Strategy Implementation Process

The process to be adopted for the implementation of 
the Strategy is shown in Fig. 4.
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The Action Team tasked with the  
drafting of the strategy: 

> Emanuel Darmanin - Chair

> Charelle Abela Monaco

> Adrian Camilleri

> Martin Camilleri

> Jonathan Cassar

> Matthew Catania

> Joseph Cutajar

> Pauline Debono

> Ramon Mangion

> Brian Micallef

> Marica Xuereb
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